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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Agenda

e O gueéAlOps?

e Porque AlOps € importante?
e Como funciona AlOps?

e O gue o mercado possui?

e Casosde Uso
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI

Introducao

Ambiente de Producao

Bilhdes de métricas, eventos e
alertas por dia

Cérebro Humano

Limitado a 7-9 itens por 10 a
15 segundos

Ferramentas de Monitoramento

Prometheus Queries
Grafana dashboards
Thresholds e Baselines

Modelos e Mapas

Humanos configuram e
fazem a pergunta correta
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
O que é AlOps?

‘AlOps combines big data and machine learning to automate
IT operations processes, including event correlation, anomaly
detection and causality determination.”

Gartner. 20]0.
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Quais os “building blocks™?

Ingestion Topology Correlation Recognition Remediation
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI

O ciclo de vida

_ Historical Analysis

Incidents,
Dependencies
and Changes

Real-Time and
Historical Data

Task Automation

_ Anomaly Detection

Change Risk Analysis

AlOps

SD Agent ’

_ Performance Analysis LMach?ne Performance Analysis _
¢ earnin >
Correlation and Big Datg Knowledge

_ Contextualization

Management

Platform

Scripts |
Runbooks
ARA
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Vantagens da adoc¢ao de AlOps

e Menor esforgco para encontrar e resolver problemas

o Reducao do MTTR (mean time to repair)

e Resolver e evitar problemas de forma proativa

o Aumento do MTBF (mean time between failures)

e Ter visibilidade dos ativos de hardware e software de forma integrada

o “Em que servidor fisico esta sendo executado o servico XPTO do usuario XYZ?7?"
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Porque AlOps € importante?

Garantir alta qualidade nos servicos
Satisfacao de usuarios

Empoderar Dev, Ops, Engenheiros
Reduzir custos operacionais

N

N i

Intervencao 1A Intervencao Humana
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Integracao entre varios dominios de monitoramento

Network Artificial

Performance Intelligence peffo:rnnce
Monitoring and for Monitori
Diagnostics IT Operations APMng
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Fonte: https;/;Awww.gartner.com/en/documents/3893494/use-aiops-for-a-data-driven-approach-to-improve-insights



AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Casos de uso - IBM

Aplicagao Infraestrutura Automacao Outras Fontes
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Casos de uso - IBM
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Casos de uso - Dynatrace

isdynatrace

Anomaly detection
Configure detection sensitivity
Applications
Services
Database services
Infrastructure
Extension events
NAM events
Custom events for alerting

Frequent issue detection

Anomaly detection for infrastructure

Dynatrace automatically detects infrastructure-related performance anomalies such as high
CPU saturation, memory outages, and low disk-space conditions. Use these settings to
configure detection sensitivity, set alert thresholds, or disable alerting for infrastructure

components.

- Detect host or monitoring connection lost problems

Alert on graceful host shutdowns
. Detect CPU saturation on host| automatically
- Detect high memory usage on host  automatically +

- Detect high GC activity | automatically +

You may also configure high GC activity alerting for NET processes on extension events page

. Detect Java out of memory problem | automatically +
. Detect Java out of threads problem | automatically +

Network

- Detect high number of dropped packets automatically +

Frequent issue detection

Dynatrace is automatically detecting frequent issues over a period of one
period of time and if it is not getting worse. Once it's classified as a frequq
you can disable the frequent issue detection for all topological levels.

See our help documentation [@ about frequent issue detection.

. Detect frequent issues within applications

. Detect frequent issues within transactions and services

. Detect frequent issues within infrastructure

Anomaly detection for services

Dynatrace automatically detects service-related performance anomalies such as response
time degradations and failure rate increases. Use these settings to configure detection
sensitivity, set alert thresholds, or disable alerting for certain services.

Read more about this.

To avoid false-positive problem notifications, automated anomaly detection is only
available for applications and services that have run for at least 20% of a week (7 days).

- Detect response time degradations| automatically +
Alert if the response time degrades beyond

100 |msand by 50

Alert if the response time of the slowest 10% degrades beyond 1000 |'msand by

To avoid over-alerting do not alert for low load services with less than 10 | requests/min.

Alert if the service stays in abnormal state for at least 1 | minutes.

. Detect increases in failure rate| automatically +
Alert if the percentage of failing service calls increases by

0 | 9% absolute and by

Example: If the expected error percentage is 1.5% we calculate

Sho b olioabo Lo 2 faoc o
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI

Analise Prescritiva e Crowdsourcing

How can we
make it happen?

What will Prescriptive
happen? Analytics

Why did it Predictive s

happen? Analytics

«_:;\Q»“\
What Diagnostic ot®
happened? Analytics
Descriptive
Analytics

Value

Difficulty
Crowdsourcing

Analise Prescritiva
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Solucdes ja existentes no mercado
Nomes

Desafiadores Concorrentes fortes Lideres

Oferta atual
mais forte

A

Oferta atual
mais fraca

Estratégia mais fraca P> Estratégia mais forte THE
DEVELOPER'S
Presenga no mercado CONFERENCE

Fonte: The Forrester Wave™: Inteligéncia Artificial para Operacgdes de TI. 2021. 00 @ O
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As principais preocupacoes sobre o uso de ferramentas de AlOps

Data accuracy 67%

Skill gaps (Data science,
Machine learning, 64%
Inferential analysis)

Errors/Loss of control 52%

Lengthy 46%

implementation cycles

Jobs elimination 39%

RESPONDENTS
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Fonte: [Report] Top Trends In AlOps Adoption. 2021.



AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Quanto tempo levou para implementar sua solucao de AlOpPs?

Fonte: [Report] Top Trends In AlOps Adoption. 2021.

Greater than six months 25%
Three Months to six months 40%
One month to three months 28%
Less than one month 7%
RESPONDENTS
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AlOps - Inteligéncia Artificial aplicada a Operacao de TI
Quao complexo foi a implementacao da sua solucao de AlOpPs?

Very difficult - 11.0%
crrses | D -
wogre | I =
Relatively easy - 1.0%
Smooth - 7.0%
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Fonte: EMA Research Report | Al(work)Ops 2021: The State of AlOps.
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Quais os principais desafios das iniciativas de AlIOps na sua organizacao?

s

0.0%
—
- 3
Ty .7
e e
S 2 s 55 7
Ty y— .7

20.6%

Cost of technologies

Data accuracy or accessibility

P Conflicts within IT

R

Fear or distrust of Al

Skills availability/gap

Legacy systems

Training Al/ML to meet needs

More customization needed than expected

" o

Lack of resources to meet enterprise demand m 120%
integration chatienges ¢ [ — 30,07
secuity concems ¢ | e —— 0,07,
Resistance to change ¢ | e 1507

e Extremely successful e Successful

THE
DEVELOPER'S
\===%" CONFERENCE

Fonte: EMA Research Report | Al(work)Ops 2021: The State of AlOps
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