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Opa, posso entrar?

Autorizagdo de APIs com Open Policy Agent
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Problema

Conhecendo o Open Policy Agent
Nossa proposta

Resultados

Préoximos passos
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U’/ Sobre o QuintoAndar

e ~300 Servicos
e 300+ Devs

e A jornada ponta-a-pontaé

operacionalmente complexa
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Y@ O problema
ot
e Padronizarimplementacéo de Autenticagédo e Autorizacéo

o

e Gerir permissées de forma agil

e Dar visibilidade da APl para o time de governanca
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) Conceitos

e Autenticacdo: O processo de validar quem o usudrio diz ser
e Autorizagéo: Conceder ou hegar acesso a um recurso

e RBAC (Role-Based Access Control):

Autorizar baseado em papéis designado ao usudrio autenticado







A Oben Policv Aaent l Request, Event, etc.

=

Query
(any JSON value)

Decision
(any JSON Value)

Data
(JSON)




Open Policy Agent

AN
5au ‘
package demo.app

default allow = false

allow {

input.method == "GET"

input.path == "/health"
}

package demo.app

default allow = false

allow {

input.method == "GET"
input.path == "/health"
}

allow {

input.method == "GET"
input.path == "/test"
}




‘f Open Policy Agent

=?» curl localhost:8181/v1/data/demo/app -s -d ‘{"input": {"path":"/", "method":"GET"}}' | jq .
{

"result": {
"allow": false

}

}
=» curl localhost:8181/v1/data/demo/app -s -d '{"input": {"path":"/health",

"method":"GET"}}' | jiq .
{
"result": {
"allow": true




;‘ OPA com Testes

package demo.app

test public path {

result := allow

with input.path as "/health"

with input.method as "GET"

result == true

}




A“ OPA external data

e Polling

e Push

e Atexecutiontime

Data source(s)

OPA-enabled Software

Bundle Server

®




A“ OPA bundle

services:
- name: s3
url: https://s3.amazonaws.com/demo
credentials:
(...)
bundles:

app:

resource: bundle.tar.gz

service: s3




Af OPA e Identidade

default allow = false

allow {

data.admin uers[claims.username]

}

admin_users:
- Toledo

- Fernando




e Centralizar a gestdo de politicas

de acesso em stack néo padronizado

e Possibilidade de implementar
politicas de controle para além de APIs
o Kubernetes

o Terraform




Nossa PI‘OPOStCI
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A“ RBAC com OPA

e Definir papéis para

acessar recursos das APIs

e JWT com os grupos

que o usudrio pertence

e Grupos mapeam para papel de API

default allow = false

allow {

input.method == "GET"

input.path == "/podcasts"”

user groups[_ ] == "podcasts:list"

}

user groups := groups {

data.groups|[claims.groups[_]]

}
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“ RBAC com OPA

groups:
Admin:
podcasts:1list
podcasts:read
podcasts:create
podcasts:delete

User:

- podcasts:

default allow = false

allow {

input.method == "GET"

input.path == "/podcasts"

user groups[_ ] == "podcasts:list"

}

user groups := groups {

data.groups|[claims.groups[_]]

}




AN

=

RBAC com OPA p—

"podcasts:list"

podcasts:list

podcasts:read

podcasts:create

podcasts:delete

podcasts podcasts podcasts podcasts podcasts

podcasts:

list ‘read :create :delete ‘read

LI
>




allow {
input.method == "GET"

input.path == "/podcasts"

user roles[_ ] == "podcasts:list"

}

user roles := roles ({

' a & 7 .
REPEATED CODEEVERYWHERE  J| - c=ovweteiains oxoretn
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at, » }

Toy Story (Pixar/Disney)
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e Padronizacgéo
e Documentacgdo
e Gerarcodigo

o clients

o mocks

./' 4 OPENAPI

INITIATIVE




‘f OpenAPI

@GetMapping (" /books")

@SecurityRequirement (name = "oauth2", scopes = "demo.books:list")
public List<String> getBooks () ({

return Arrays.asList("bookl", "book2") ;




"/api/books":

get:
security:
- oauth2:
- demo.books:list
operationId: getBooks

responses:




A“ OPA e OpenAPI

allow {
user_roles[_ ] == requestRoles[_]

}

requestRoles = roles {

roles := data.openapi.paths[input.path] [lower (input.method)].security[_].oauth2




‘f Organizacédo das Politicas

policy/
— apps/ # Application specific functions

| — app_name/ # this will act as an adapter to convert the input sent from the

application to the commons functions expected input
— commons/ # General purpose functions
— v1/ # vl specific functions
| — authentication/ # Auth specific functions
| | — auth.rego
| | — auth test.rego

— data/ # Environment specific data

| — prod.yaml
| — staging.yaml




Uso distribuido

1. Request

App
Y
2. Evaluate policy
sending request
context
OPA
Application Pod

Async Policy Polling




3. Forward
authorized request

Uso distribuido s d I m——l

2. Evaluate policy
sending request
context

Async Policy Polling

Application Pod




Gerenciamento

api service
openAPl.yaml
quintoandar/<api_service> I 6 ¢ Cor:\l;i);i‘:noe
Management API I
——
policy changes
S

quintoandar/<authorization policies> "
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Visibilidade das regras em ambiente heterogéneo de linguagens

Centralizacgéo da gestéo de autorizagéo

Padronizacgéo da coleta de logs de autorizagéo

Diminuic¢éo da responsabilidade core dos servigos




Otimizacéo

Escalar a ado¢do

Sistema de gestdo para time de governanca

Alertas de outlier baseados nos logs de auditoria




e Demorepo

e Open Policy Agent
o OpenAPl

S A



https://github.com/thspinto/api-authz-demo
https://www.openpolicyagent.org/
https://swagger.io/specification/

https://carreiras.quintoandar.com.br/
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