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() Defesa de Castelo

() Modelo de responsabilidade compartilhada
() Defesa em profundidade

@ Protegendo sua identidade

© Seguranca da rede

@ Proteja seus recursos

© Monitore seus servicos
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« Data Center

» Autenticagdo e Autorizagao

- Protecao contra ataques de forca bruta
 Firewall e regras de rede

» Seguranca de senhas de aplicacoes
 Criptografia de dados
 Monitoramento
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Information and data

RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Devices (Mobile and PCs)

Accounts and identities
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Identity and directory infrastructure

Applications

Network controls ‘..

Operating system

RESPONSIBILITY VARIES BY SERVICE TYPE

Physical hosts
RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical network

Physical datacenter

Microsoft . Customer
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Signals Verify every access Apps and data
attempt
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User configuration PO, Microsoft Threat Intelligence
L3-L7 connectivity policies i Known malicious IPs and FQDNs
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C_ollect

Security data across
your enterprise

 MICROSOFT DEFENDER FOR CLOUD
o MICROSOFT SENTINEL o izas

Respond ﬁ Detect

Rapidly and automate 7 Threats with vast threat
protection Azure Sentinel intelligence

Cloud-native SIEM +50AR

Lo

Investigate

Critical incidents
guided by Al
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ﬂ DESATIVE O ACESSO RDP/SSH DE HOSTS PARA A INTERNET

ﬂ UTILIZE UM FW E SEGMENTE SUA REDE CORRETAMENTE

ﬂ 0 ADMIN NAQ PRECISA SER ADMIN O TEMPO TODO
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https://docs.microsoft.com/pt-br/azure/sentinel/overview

https://docs.microsoft.com/pt-br/azure/firewall/overview

https://docs.microsoft.com/pt-br/azure/backup/backup-overview

https://docs.microsoft.com/pt-br/azure/security/fundamentals/network-best-practices
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